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AUTHENTICATION AND TRACKING SYSTEM 
TECHNICAL FIELD 
The invention relates to authentication and tracking systems tor products. In 
particular, the invention relates to systems in which the instantiations of the products are 
5 marked with unique code strings. 

BACKGROUND OF THE INVENTION 
In the commercial manufacturing world, it is quite common for counterfeit 
products to be manufactured, distributed, and sold in direct competition with authentic 
products. Consequently, these counterfeit or "knock off" products cost companies around 

10 the world billions of dollars annually in lost sales. Counterfeiting has reached virtually all 
consumer areas ranging from material goods to pharmaceuticals. Material goods, made 
from materials such as fabric, plastic, leather, metal, or combinations thereof, include 
items such as clothing, sporting goods, electronics, and other designer products. While 
counterfeit material goods closely resemble authentic articles, it is often the case that the 

1 5 counterfeit goods are of lower quality in comparison. As such, the consumer is left 
frustrated in his expectations, and the manufacturer takes a hit to its reputation. In 
contrast, counterfeiting of pharmaceuticals, e.g., medicines, presents a health concern for 
the consumer. For example, in Mexico, estimates suggest that of all the pharmaceuticals 
in the marketplace, 80% are counterfeit ("Current Trends in Security Labels & 

20 Packaging"; Tag and Label Manufacturers Institute Internet website, 

www.tlmi.com/data/Members/itc.htlm, 2003). Using such counterfeit medications can 
likely lead to a consumer's death, as the medication may poison the victim or 
alternatively, provide no aid to what ails the victim. In the end, consumers and 
manufacturers both suffer from counterfeiting. 

25 In addition to combating counterfeiters in the world market, there exists a need to 

provide security before products are received into the market. This type of security 
involves monitoring chains of commerce for the products. For instance, many products, 
e.g., medicines or sub-components of medicines, maybe grown, produced, or assembled 
in other countries before they are sent to the home country for packaging and distribution. 

30 Consequently, it is likely that a number of parties have access to these products as they are 
passed along the chain of commerce, i.e., during transit. Because of this access, there are 
many avenues available to counterfeiters. As such, the world market demands product 
security during the products' distribution along chains of commerce to ensure authenticity 
for persons such as suppliers, distributors, and retailers. 
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Further, the illegal "diversion" of the shipment and distribution of authentic 
products also presents a major problem in modern commerce chains. For example, 
products manufactured at one location might be subject to controls, such as a tax, if 
distributed to a second location. Tobacco products, alcoholic beverages, drugs, and a wide 
5 variety of other goods and products fall into this category. As such, merchandise may be 
illegally distributed, diverted, or smuggled into the taxing locations to avoid the tax. 
Subsequently, the smuggling parties are able to undercut prices of distributors offering the 
same product who comply and pay the tax. 

Similarly, problems may occur when dealing with "gray market" goods, i.e., goods 
10 that, while authentically distributed from the legitimate source of the product, have been 
sold for a certain price overseas and have made their way to a market for which they are 
not licensed. For example, electronics intended for lower priced markets such as certain 
Southern Hemisphere countries, may instead be smuggled into the United States. 
Consequently, the smuggled electronics may be sold at a price less than identical 
1 5 electronics intended for sale in the United States at a higher price. In turn, this practice 
spoils the manufacturer's global pricing strategies and prevents legitimate distributors 
from being able to compete. 

Thus, there exists a need for a system and method which enable a manufacturer to 
mark goods with encoded data that enables the goods to be readily identified and to be 
20 tracked while they are being distributed in the chain of commerce. 

SUMMARY OF THE INVENTION 
Certain embodiments of the invention include methods and systems for 
authenticating one or more instantiations of a product following initial distribution. 
BRIEF DESCRIPTION OF THE DRAWINGS 
25 FIG. 1 is a flowchart of a code string generation process in accordance with certain 
embodiments of the invention; 

FIG. 2 is a flowchart of a code string marking and storing process in accordance with 
certain embodiments of the invention; 

FIG. 3 is a block diagram illustrating a code string distribution process in accordance with 
30 certain embodiments of the invention; and 

FIG. 4 is a block diagram illustrating a system process in accordance with certain 
embodiments of the invention. 
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS OF THE INVENTION 

The following detailed description is to be read with reference to the drawings, in 
which like elements in different figures have like reference numerals. The drawings, 
which are not necessarily to scale, may depict selected embodiments, but are not intended 
5 to limit the scope of the invention. It will be understood that many of the specific details 
of the invention incorporating the system illustrated by the drawings could be changed or 
modified by one of ordinary skill in the art without departing significantly from the spirit 
of the invention. The system of the invention is designed for use by consumers; however, 
it is appreciated that the system also may be used by other parties in commerce chains, 

10 e.g., retailers, distributors, manufacturers, suppliers, custom clearance organizations, and 
the like. The system of the invention is designed for use in any vertical market involving 
products in areas of technology such as electronics, branded product enhancers, aerospace, 
automotive, and pharmaceutical, as well as products involved in government (US, state, 
local and foreign) markets. 

1 5 The anti-counterfeiting system of the present invention contemplates generating a 

quantity of unique code strings, whereby the unique code strings are derived from a code 
string model having defined finite parameters. Additionally, the system contemplates 
marking instantiations of product with the unique code strings, whereby each instantiation 
is preferably marked with one unique code string and each code string preferably conveys 

20 authenticating information regarding the instantiation that the unique code string is marked 
on. Also, the system contemplates storing these unique code strings and such 
authenticating information in a database on a secure server. Further, once the 
instantiations are distributed, the system contemplates using one or more communication 
devices for entering the unique code strings therein and for communicating via 

25 transmission links with the secure server. Consequently, one may use the system to 
authenticate or track the instantiations in order to prevent confusion of the marked 
instantiations with counterfeit or contraband items. 

The system referenced above mentions generating unique code strings. As such, 
preferably none of the code strings generated are repeated. When referring to product 

30 herein, it is done to indicate a general brand or merchandise line of a manufacturer, while 
when referring to instantiations of the product, it is done to indicate a solitary example of 
the product. Although the system referenced above mentions marking instantiations of 
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product, the product may include raw materials, intermediate goods, goods, package 
modules of goods, and the like without departing from the spirit of the invention. In 
addition, while it is contemplated that instantiations of product are marked with the unique 
code strings, it should be appreciated that the code strings could just as well be marked 
onto tags that are subsequently affixed to the instantiations. As referenced herein, the term 
tag could include a label, a marker, a sticker, a ticket, or other like items. A related 
application involves the unique code strings being marked on sealed instantiations. For 
example, the unique code strings could be marked on film used for sealing instantiations. 
In doing so, the instantiations, whether being distributed direct from the manufacturer or 
through a chain of commerce originating from another country, can be secured from 
counterfeiters. Specifically, counterfeiters may be able to duplicate the film used for 
sealing, however, the difficulty would lie in duplicating the unique code strings on the 
film. Further, while it is described that the unique code strings are stored in a database on 
a secure server, it is contemplated that the database could instead be held on a computer 
hard drive or other similar processing and storage unit that is operatively coupled to or in 
communication with a widely accessible network. Finally, while it is mentioned that the 
unique code strings are entered into communication devices, it should be appreciated that 
the code strings could be authenticated and tracked in the field using virtually any device 
that can communicate (hardwire or wireless) with the server, whether this is through the 
use of a cell phone or pager (where the code is entered into the keypad), through a modem 
(where the code is entered through typing on the keyboard), or other similar devices. 

The security of the anti-counterfeiting system described herein does not reside in 
keeping secret the manner of how the unique code strings are generated. Instead, the 
system security resides in the theory of using a substantially small subset of unique code 
strings in comparison to the total quantity of possible code strings that could be used. In 
certain preferable embodiments, a code string model is utilized. Due to limitations in code 
string length and the quantity of marks, symbols, and patterns that may define each 
character in the code string model, there generally is a limit as to the total quantity of 
unique code strings that can be derived from the model. For example, a quantity of one- 
hundred million different unique code strings could be derived from a particular code 
string model (via different character combinations of the model). However, if only ten 
thousand of these one-hundred million unique code strings is selected for use (i.e., and 
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generated for product marking), it would be highly unlikely for one to deduce the selected 
code strings from the total quantity (i.e., set) of code strings that may be derived. In 
certain preferable embodiments, the "sufficiency" of the system (i.e., the likelihood of 
guessing any of the subset of unique code strings selected for use) would be no greater 
5 than one in eighty million. In quantifying this probability, there would be a greater 
likelihood of winning a state lottery (i.e., with odds of winning generally being one in 
seventy-two million) than of guessing any of the subset of possible code strings selected 
for use. As such, the "sufficiency" of the system would preferably be better than that of 
the lottery. 

10 As mentioned above, the unique code strings generated and used for product 

marking are preferably stored in a database on a secure server. In certain preferable 
embodiments, the secure server is accessed via the Internet by contact with a primary 
website. While it is contemplated that the primary website, with corresponding URL 
(Uniform Resource Locator), i.e., world wide web address, enables direct access to the 

15 unique code strings via the secure server, it is appreciated that the primary website may 
alternatively function in shifting people to one of a plurality of secondary websites linked 
to the primary website. The logic behind this shifting principle is to have each secondary 
website with its own independent secure server and corresponding database. As such, 
each secondary website would preferably be used to store the unique code strings for one 

20 or more products of the manufacturer. As such, in certain embodiments, each secondary 
website could use the same unique code strings for authentication and tracking purposes 
since the code strings for the products would be stored and accessed separately. In certain 
preferable embodiments, while a person enters or scans the code string on one of the 
marked instantiations, he would also indicate the product. Consequently, when this 

25 information is transmitted to the primary website, a shift is automatically made to one of 
the secondary websites corresponding to the instantiation previously indicated. In turn, 
once this information is further transmitted to the corresponding secondary website, the 
scanned unique code string information is authenticated using the database on the secure 
server of the secondary website. Thus, there would be virtually no limit as to the number 

30 of manufacturers or products that could be supported by the system. 

In certain preferable embodiments, the system includes three primary processes. 
These three processes involve code string generation, code string marking and storing, and 
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code string distribution. The initial process in the system involves code string generation, 
wherein a subset of unique code strings is generated (to be utilized for future product 
marking). A flowchart illustrating steps of a preferable embodiment for this initial process 
is shown in Figure 1 . Steps 10 and 12 of this process involve establishing parameters for a 
5 code string model from which all the unique code strings are generated. Initially, a code 
string length is defined (step 10) for the code string model. In certain preferable 
embodiments, the code string model is defined as a serial number having a finite code 
string length. Preferably, the code string length (defined as the quantity of characters 
defining the code string model) is at least seven, more preferably at least twelve, and 

1 0 perhaps optimally twenty. Next, the character types are defined for the code string model 
(step 12). While it is contemplated that the characters of the code string model may be 
defined as any of a variety of marks, symbols, or patterns, in certain preferable 
embodiments of the invention, each character is defined alphanumerically (i.e., formed of 
either upper- or lower-case letters of the English alphabet or of numerals zero through 

15 nine). 

As described above, the system preferably generates only a subset of the total 
quantity (i.e., set) of unique code strings that could be derived from the code string model. 
However, the code string model must be defined to accomplish this. This is verified in 
steps 14 and 16. Initially, the total quantity of unique code strings that could be derived 

20 from the code string model is calculated (step 14), as further described below. This 

quantity is subsequently compared to a quantity of unique code strings to be generated 
(step 16). If the quantity of unique code strings to be generated is greater than the total 
quantity of unique code strings that could be derived from the code string model (step 18), 
the code string model should be modified. Initially, one looks at whether a new code 

25 string model can be defined (step 20). If a new code string model can be defined, it is 
defined with a larger string length of characters (steps 22). If a new code string model 
cannot be defined, a greater quantity of code string character types is defined for the code 
string model (step 24). As such, the quantity of unique code strings to be generated is 
accommodated by the total quantity of unique code strings that could be derived from the 

30 code string model. 
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Before generating the unique code strings, one would preferably want to know the 
likelihood of a person potentially guessing any of the set of generated serial numbers. 
This is calculated in step 26, using the equation, 

[1] P = B/(N°), 

5 

where P = the probability of guessing any of the unique code strings generated, B = the 
quantity of unique code strings to be generated, and N D = the total quantity of unique code 
strings that could be derived from the code string model, where N = the quantity of 
character types in the code string model and D = the quantity of characters in the code 

10 string model. One example using the equation involves generating one hundred million 
unique code strings to be used for marking products, with each code string having twelve 
characters, and each character being defined alphanumerically (twenty-six lower case 
letters, twenty-six upper case letters, and ten numerals). As such, according to Equation 1, 
the probability of guessing any of the generated code strings would be one hundred 

15 million divided by sixty-two to the twelfth power, or about one in thirty-two trillion. 

Subsequently, in step 28, the calculated probability would be compared with a probability 
that is desired in using the system. If the desired probability is less than the calculated 
probability (step 30), either a new code string model would be defined with a greater 
string length of characters (step 22), or a greater number of code string character types 

20 would be defined for the code string model (step 24). As such, the desired probability for 
guessing any of the generated code strings would be made to fall within the calculated 
probability of the system. 

In preferable embodiments, if both conditions involving (1) the quantity of code 
strings needed for marking products and (2) the probability desired for guessing any of the 

25 quantity of code strings are met, the unique code strings are generated in step 32. As each 
unique code string is generated in step 32, the code string is subsequently associated with 
attributes in step 34. Preferably, the attributes define characteristics involving the 
instantiation of the product to which the unique code string will be marked on or affixed to 
(via a tag) in the future. Such characteristics may include company (i.e., place of 

30 manufacture), product, destination (i.e., customer location), number of scan checks 

allowed during distribution, time period(s) during which scans can be made, and actions 
defined in response to a valid code scan for an instantiation of the product. Since some of 
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these attributes may involve information regarding a specific instantiation, such 
information is determined (steps 36 and 38) prior to the code being placed on the 
instantiation. Actions defined in response to an invalid code scan may also be associated 
with the attributes of the unique codes. For example, if a unique code string length is not 
5 valid based on the scan, a likely action would be to indicate that a code string is 

counterfeit. Likewise, if an unique code string has been checked more frequently than 
necessary, a likely action would be to indicate that the code string is being fraudulently 
duplicated. Other attributes defining instantiation characteristics may include 
manufacturing lot number; time, date, and place of manufacture; country entry points for 

10 distribution; and any other information that could be important for product identification 
and tracking purposes. These attributes may be represented alphabetically, numerically, 
alphanumerically, graphically, or by other like means with the generated code strings. In 
step 40, the steps of generating the unique code strings and associating attributes to the 
generated code strings are repeated until all the code strings have been generated. 

15 There are many well-known techniques in the art for randomly generating a subset 

of unique code strings if provided a code string model having a finite string size (i.e., a 
defined quantity of characters) and finite character types (i.e., defined quantity of character 
types). Consequently, the step of generating the unique code strings (step 32) will not be 
described in any further detail. However, in certain embodiments, the unique code strings 

20 that are generated are done so without adherence to any particular algorithm. This is in 
contrast to many other systems using authentication software, for example, whereby the 
validity of the unique code string is initially verified through algorithm computation. 
Instead, the unique code strings herein are primarily validated by being matched to one of 
the code strings stored in a database located on a secure server. Alternatively, in other 

25 certain embodiments, an algorithm may be used to provide an initial validation for the 
unique code string. One example of such an algorithm that could be utilized is a 
"checksum" algorithm. Briefly, in using the algorithm, one would take a certain number 
of characters from the unique code string, perform some algorithmic function with the 
characters, and check whether the resultant of the function is represented by a certain 

30 segment in the unique code string. In using an algorithm in this fashion, one would likely 
decrease the response time for validating the unique code strings since the entire database 
would not have to be scanned for the code strings to be found invalid. However, by using 
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such an algorithm, it would also likely increase the probability of guessing the unique code 
strings because the code strings would be less random. 

In certain embodiments, the unique code strings can be configured to include 
additional amounts of information. This information can be imbedded in the unique code 
5 string, and can have extrinsic value. As described herein, one method of retrieving this 
information would be the use of an algorithm. The kind of information that could be 
embedded is basically limitless. Such information could involve the product; the 
distribution of the product, and any other information that could be important for 
identification and tracking of the product. In addition, the information could provide 

10 additional security with respect to wrongful parties authenticating the product. For 

example, the information could provide IP addresses that are acceptable with respect to 
inquiries made with the server. Inquiries made from other IP addresses not provided by 
the information would, in turn, be locked out by the server. 

In certain preferable embodiments, as mentioned above, the unique code strings 

15 generated for marking products are defined alphanumerically. While the unique code 
strings are not generated with the intention to specifically form any known words, it is 
contemplated that this may occur from time to time. In order to avoid any unique code 
strings that are randomly generated to form any words that are vulgar or offensive, an 
algorithm may be additionally utilized in the code string generation process to eliminate 

20 any code strings that contain certain designated vulgar or offensive words. Alternatively, 
the unique code strings could be generated without using any vowels (i.e., using the letters 
a, e, i, o, and u) so as to not form any words at all via the code string generation. If this is 
done, an algorithm could likewise be used initially in validating the unique codes, whereby 
if any scanned codes had vowels, the scanned code string could immediately be identified 

25 as counterfeit. 

While certain preferable embodiments are described above defining the unique 
code strings as serial numbers with alphanumeric strings of characters, it is appreciated 
that the marks, symbols, and patterns suitable for use may also include, without limitation, 
codes such as UPC symbols, data matrix symbols, graphic symbols such as logos, pictures, 

30 images, and the like, encrypted data in textual, numeric, binary, octal, hexadecimal, or the 
like, or any other data encoding format. Additionally, it should be appreciated that the 
generation of the unique code strings may be outsourced to a third party. This third party 
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may be a trusted authorized creator or the product manufacturer, and could be located 
anywhere in the world. 

In certain embodiments, one or more of the generated unique string codes may be 
given expiration dates. As such, the codes would expire after a certain designated period 
5 of time following their date of generation. In some cases, the code string, after a certain 
date, would expire by being deleted from the server. As such, when products having these 
code strings are stolen, the disruption in the chain of commerce by this event would cause 
the code strings to expire before the corresponding products could be sold. As such, the 
unique code strings on the products could not be verified as authentic via the server, thus 

10 making it more troublesome to sell the products legitimately. 

While Figure 1 and the above description provide certain preferable embodiments 
for a process of generating unique code strings, it is not intended to limit the invention as 
such. It is contemplated that there are a variety of ways in which steps could be 
reconfigured or even discarded without departing from the spirit of the invention. For 

15 example, while not being represented in the flowchart of Figure 1, if a desired probability 
(for guessing the generated code strings) was given upfront in the process, one could 
discard steps 14 through 18. As such, after the code string model parameters are defined 
in steps 10 and 12, the probability (for guessing any of the generated unique code strings) 
would be calculated in step 26 and compared to the desired probability in step 28. As 

20 mentioned above, if the desired probability is less than the calculated probability (step 30), 
either a new code string model would be defined with a greater string length of characters 
(step 22), or a greater number of potential character types would be defined for the code 
string model (step 24). This process would, in turn, be repeated until the desired 
probability falls within the calculated probability of the system. 

25 In such a scenario where the desired probability (for guessing any of the generated 

code strings) was given upfront in the process, P could be used as a constant value in 
Equation 1 . hi using the code string model parameters to, in turn, define both N and D, 
the only variable would involve B. Equation 1 could then be modified to produce the 
following equation, 

30 [2] B = P.(N°). 



WO 2005/043350 



PCT/US2004/036751 



11 

Using Equation 2, one would be able to calculate the maximum number of unique code 
strings that could be generated while still being within the desired probability (for 
guessing any of the generated code strings). As such, this would take the place of steps 14 
through 18. 

5 Another alternate embodiment for the generating code string process could involve 

generating all the unique code strings used for marking products in step 32. Subsequently, 
in certain embodiments, one or more of the unique code strings may be assigned attributes 
in steps 34 through 38, while the other unique code strings are kept for future use, having 
no attributes assigned thereto. As such, steps 32 through 38 would be reconfigured, while 

10 step 40 would be discarded. 

It should be appreciated that certain circumstances could also exist in which every 
originally generated unique code string is not used; however, this may be unintentional. 
For example, a scenario could occur in which there is failure of label application 
machinery. As a result, certain labels having unique code strings marked thereon were 

15 destroyed and never used. In circumstances where the unique code strings are entered into 
a secure server immediately following their generation, for the unique code strings that 
were on tags that were destroyed, it is then possible for counterfeiters in the future to use 
these code strings on counterfeit products, and produce false positives from the server as 
to the authenticity of the products. To avoid this, a multi-step model can be utilized. 

20 Initially, a digital body of unique code strings would be "conceived," existing in digital 
form only. These unique code strings would subsequently each be "born," i.e., printed on 
a physical media, e.g., a label. The labels would be properly implemented on product, and 
the unique code strings would be captured using OCR (Optical Character Recognition) 
technology, and subsequently stored as the complete set of unique code strings. In use, the 

25 model would avoid false positives by storing the unique code strings only after they were 
in use, i.e., implemented on a product. 

The intermediate process in the system involves code string marking and storing, 
wherein the generated unique code strings of the subset are preferably marked onto 
corresponding instantiations of the product and stored within a database on a secure 

30 server. A flowchart illustrating steps of a preferable embodiment for this intermediate 
process is shown in Figure 2. While the marking steps precede the storing steps in the 
flowchart of Figure 2, it is fully contemplated that the steps could just as well be switched 
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in sequence without departing from the spirit of the invention. As such, the marking and 
storing steps are intended to be swappable, and the invention should not be limited 
because of the sequencing of the steps represented in Figure 2. It should also be 
appreciated that performance of the intermediate process may be outsourced to a third 
5 party. This third party may be a trusted authorized party or the product manufacturer, and 
could be located anywhere in the world. 

After the subset of unique code strings is generated via the initial process (i.e., 
illustrated in Figure 1), the code strings are preferably marked onto corresponding 
instantiations of the product. Initially, in step 42, it is determined whether the product will 

10 be marked using tags. If the product is to be marked without using tags, the unique code 
strings are preferably printed directly on the corresponding instantiations (step 44). 
Alternatively, if the instantiations are to be marked using tags, the unique code strings are 
preferably printed onto tags (step 46). Subsequently, each of the tags is affixed to 
corresponding instantiations (step 48). 

15 In certain embodiments, these tags may be adhesive labels. In other certain 

embodiments, these tags may include holographic stickers, wherein the unique code 
strings are embedded within corresponding stickers or within layers. As such, the unique 
code strings are only visible under certain types of light, allowing for an additional level of 
security and verification. In other embodiments, these tags may include remotely readable 

20 chips that may be scanned, e.g. by a reader transmitting a radio frequency pulse, causing 
the chip to transmit the unique code back to the reader, where it is displayed or stored. 

Alternatively, in certain embodiments, variable microprinting can be used. 
Microprinting involves text that is printed so small (e.g., about 1/100" high) that it appears 
as a solid line to the human eye. In turn, such printing must be verified with magnifying 

25 devices. If photocopied or scanned, the microprint becomes a solid line, revealing the 
document as fraudulent. As such, it is to be appreciated that the unique code strings can 
be configured as such. In certain embodiments involving variable microprinting, liquid 
toner xerography can generally be used to print small TIF (Tagged Image File) or other 
graphics files representing the unique code strings. As a result, certain aspects of the 

30 microprinted image can be changed optionally. For example, one can change the 

appearance of one portion (e.g., one letter) of the image (i.e., the unique code string), e.g., 
by making it a different color (e.g., dark blue), in a manner that is only apparent upon 
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close inspection. Alternatively, a plurality of portions of the unique code string may be 
assigned different colors so as to create a colored pattern with the unique code strings. In 
addition, this pattern could be varied in an orderly fashion for sets of unique code strings, 
so as to provide a set of alternating color patterns among the unique code strings. This 
5 would provide a scrolling effect with respect to color patterns for the code strings and 
would add another layer of security that can be authenticated (e.g., using the server). As 
such, in certain embodiments, the entire unique code string can be reproduced as the 
microprinted image. The printing technique could also be varied in a number of ways, 
making such image files difficult to reproduce. For example, the technique could be 

10 performed according to an algorithm tied to a production variable that is not apparent to 
the counterfeiter. Some variables include using specific spacing between portions of the 
image and/or using specific text size (e.g., sub 1-pt. Type, which generally requires a 
loupe for viewing). 

Conversely, in certain embodiments, watermarking can be used. Digital 

15 watermarking, also referred to as data embedding or information holding, involves a 

pattern of bits being inserted into an image or file, where the bits are used to identify the 
information of the image or file through the use of some deciphering means. Such means 
can include certain filters, screens, or software. Unlike printed watermarks, which may or 
may not be made visible, digital watermarks are designed to be completely invisible. 

20 Moreover, the actual bits representing the watermark must be scattered throughout the 

image or file in such a way that they cannot be identified and manipulated, except in using 
the deciphering means. Generally, such watermarks can be embedded in an image's 
luminance and color bands, or in the contour and texture of an image. Common 
watermarking methods use the luminance band since it contains the most significant 

25 information of a color image. In certain embodiments, digital watermarking techniques 
can be used with respect to the unique code strings to embed the code strings within a 
label. Subsequently, when verifying the unique code string, an additional deciphering step 
must be performed to identify the code string before the code string can be authenticated 
via a server holding the set of the unique code strings. 

30 A related application includes tags including material having magnetic threads that 

may be permanently encoded. One supplier of such material is Appleton Paper, Inc. 
(located in Appleton, Wisconsin, U.S.A.). The threads of such material could be encoded 
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the unique code strings. Once the material is dye cut into a label, one ends up with 
individual code strings. These strings can then be scanned to determine the code string. 
Once determined, the code strings can be printed. If the code strings are printed in human 
readable form, the code string would be easy to type into a keypad of a communication 
5 device, i.e., a cellular phone. As such, one would be able to log on to the Internet and 

verify the code for authentication and routing purposes over a secure server, e.g., attached 
to an Internet website. 

In certain embodiments, if the unique code strings of the subset are printed onto 
tags or are implemented as tags, the tags may be securely stored prior to their placement 

10 on the instantiations. The tags are preferably tamper-resistant, and are difficult to 

replicate. The unique code strings, and other information if desired, may alternatively be 
implanted on chips each embedded in corresponding instantiations, if desired. This 
provides an unobtrusive manner of providing a unique code string that can still be checked 
or scanned. Additionally, it is contemplated that the product can be marked at any stage of 

15 the manufacturing process. While the technique of marking the tags before affixing the 
tags to the instantiation is described above, it should be appreciated that the tags could just 
as well be applied to the instantiation before being marked with the unique codes. 

In step 50, the subset of unique code strings (and all such attributed information 
conveyed therefrom) is preferably securely transmitted to a secure server and subsequently 

20 stored in a database on the server. As such, the server functions primarily as a storage 
facility for the subset of unique code strings. However, as described above, it is 
contemplated that the unique code strings may alternatively be stored in any of a variety of 
other secured processing and storage devices, so long as they enable secure 
communications to be made with third parties in regard to the stored code strings. In 

25 certain preferable embodiments, the secure server is accessed from a website located on 
the Internet. The body of information is preferably sent to the server using a secure 
transmission method such as SSL (Secure Sockets Layer), a VPN (Virtual Private 
Network), PKI (Public Key Infrastructure) encryption, or x.509 digital certificates, so as to 
prevent the unauthorized access or dissemination of the information. The unique codes 

30 are preferably transmitted via an XML (Extensible Markup Language) format document 
with appropriate tags, or other suitable EDI (Electronic Data Interchange) interface. It is 
further contemplated that a specific XML schema could be adopted as an industry standard 
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for the information being transferred to and from the server. Such a standard would 
provide a unitary format that could be used amongst vendors and regulators in working 
against counterfeiting and smuggling of legitimate products. 

As described above, the subset of unique code strings and all such attributed 
5 information conveyed therefrom are preferably stored within the database on the secure 
server. The secure server may be operated by an entity that acts as a service provider or 
vendor of the system of the invention. Alternatively, the secure server may be maintained 
by the product manufacturer whose products are being controlled. In step 52, it is 
determined whether the subset of unique code strings should also be transmitted in secure 

10 fashion to stakeholders. The stakeholders could include such parties as the product 

manufacturer; the distributor, supplier, or retailer of the product; government employees 
such as Customs Service, the FDA, the Department of Transportation, or law enforcement 
personnel, as needed; as well as shippers, freight services, or customers and other end 
users. If the subset of unique code strings is to be transmitted to such stakeholders, as in 

15 step 54, the transmission is preferably performed in secure fashion, as described above. 

In step 56, rules of access are designated for the generated unique code strings 
stored in the server. Generally, these rules focus on the access provided to the unique 
code strings once they are stored in the database on the secure server. Preferably, the rules 
define the parties that will have access (i.e., the valid or authorized stakeholders) to the 

20 server, the type of information that the parties will have access to, and the type of 
information that can be altered by the parties. 

In preferable embodiments, the data regarding the generated unique code strings 
stored on the server may be accessed via a top level domain or other URL, including the 
website of the manufacturer, or a service administrator acting as a vendor to the 

25 manufacturer. Additionally, the data may be preferably accessed via web access including 
wireless web access, at any point along the distribution chain for the products, including 
check points including customs or law enforcement checkpoints, or by an end user seeking 
to ensure that the instantiation they have purchased or may purchase is an authentic good 
and not counterfeit. Also, personnel manning checkpoints may be authenticated 

30 stakeholders, who may access (read) and change (write) information via server. Further, 
authentic products may have the appropriate server URL indicated thereon, whereby end 
users can check the validity of the code strings on the instantiations of the product. The 
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availability of the unique code validating service may also be the subject of an advertising 
or educational campaign by which consumers of the s expect the URL to be provided, and 
that the lack of a certain recognizable URL is indicative of a counterfeit article. 

As referenced above, the valid stakeholders (i.e., having appropriate security 
5 access to the server) may also be preferably authorized, as desired, to make changes to the 
information as warranted, as well as access the information for viewing only. For 
example, if a shipment of the product has been stolen, a stakeholder, such as the 
manufacturer, administrator of the system, or law enforcement agent, may invalidate the 
applicable unique codes on those stolen instantiations. Intended downstream recipients or 

10 holders of the stolen instantiation may be informed, upon inquiry to server, that their 

instantiation was stolen, and be given information about when it was stolen, if desired by 
the server administrator. Additionally, a potential purchaser may wish to check a unique 
code of a instantiation of the product or unique codes from a product shipment to make a 
determination about the legitimacy of such goods prior to actually paying for or taking 

15 delivery of the instantiation in question. Further, the unique codes may also be checked by 
the manufacturer, when the instantiation is returned for credit, replacement, or repair, in 
order to prevent the replacement of counterfeit or stolen goods with "laundered" genuine 
replacement product. 

The final process in the system involves code string distribution, wherein the 

20 instantiations of the product (marked with the unique code strings) are distributed, whether 
it involves being distributed within a warehouse in anticipation of shipment; or within the 
stream of commerce to a distributor, supplier, retailer, or customer; or otherwise. During 
this distribution, the unique code strings on the instantiations are read or scanned using a 
communication device, and this information is transmitted to the secure server. The server 

25 accepts the transmitted information, interfaces with the database held therein, and 
generally returns a valid or invalid message to the communication device regarding 
authentication of the instantiation. In addition, messages may also be sent from the server 
regarding product tracking. A block diagram illustrating a certain preferable embodiment 
of this final process is shown in Figure 3. 

30 La certain preferable embodiments, instantiations 58 of the product (or 

alternatively, product shipments) are authenticated at periodic check points 60 along their 
chain of distribution 62. As mentioned above, the instantiations 58 are authenticated at 
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these check points 60 by entering or scanning the unique code strings 64 located thereon 
with communication devices 66. Preferably, the communication devices 66 are equipped 
to cooperate with a secure server 68 and are generally located at these check points 60 
remote from the server 68. As described above, the instantiations 58 can be marked 
5 directly, or one or more tags (not shown) can be marked and affixed permanently to the 
instantiations 58. 

In certain embodiments, the code strings 64 are automatically entered into the 
communication devices 66. This automatic entry is preferably accomplished if the 
communication devices 66 have field readers, e.g., laser scanners, which generally scan 

10 the code strings 64 using an appropriate wavelength of light. In other certain 

embodiments, the code strings 64 are manually entered into the communication devices 
66. This manual entry is preferably accomplished if the communication devices 66 have a 
keypad of the device, which is used to manually enter the code string 64 therein. 
Information gathered at the check points 60, either automatically or manually, is 

15 subsequently transmitted from the communication devices 66 to the secure server 68 in 
order to verify that the instantiations 58 are authentic. In addition, with the information 
collected, verification can also be made that the instantiations 58 are being rightfully 
distributed. Generally, the total image of the unique code string 64, or an ASCII string 
representing the unique code string 64 is transmitted from the communication device 66 to 

20 the server 68. In preferred embodiments, the server 68 receives the data from the field 
reader 66, decodes the data, and searches the database (not shown) to validate the data. 
Once validated, the server 68 sends a "valid" signal back to the field reader 66 and any 
other pertinent information pertaining to the instantiation 58. Conversely, if the marked 
instantiation 58 is counterfeit or has been received at the wrong point of final distribution, 

25 an "invalid" signal is transmitted and displayed on the field reader 66. One authenticating 
use of the system is for customs agencies and clearing houses around the world for quick 
and easy inspection of products entering a country, thus facilitating detection of 
counterfeit and misdirected articles. Such checking can lead to the discovery of any 
wrongful or illegal smuggling of products into countries. 

30 In addition, implausible location changes discovered for the product can lead to the 

invalidation of repeated unique code strings. For example, if a unique code string is 
checked and is found to be facially valid, the approximate or general geographic location 
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of the product at the time of check can be subsequently logged. However, if the same 
unique code string is checked from a second IP address, indicating that the product 
authenticity is being checked in a place that is geographically remote from the location of 
the first IP address, and insufficient time has passed for the actual physical transportation 
5 of the product to be plausible (e.g. a theoretical miles per hour threshold that would have 
been required to move the product), the corresponding code can be invalidated. 

In certain embodiments, a point in time will be reached when the entire set of 
unique code strings generated for a certain product or group of products is utilized. In 
turn, more unique code strings could be generated and subsequently marked on the 

10 products. However, if a desired probability still needs to be met with respect to third 
parties (e.g., potential counterfeiters) potentially guessing any one of the set of unique 
code strings, such newly generated unique code strings cannot be merely generated and 
used. Conversely, new URLs (for websites) can be created to be used for authentication 
purposes. As such, once the original set of unique code strings is completely utilized on a 

15 set of one or more instantiations of a product, newly produced instantiations of the product 
will be similarly printed with the original set of unique code strings; however, the newly 
produced instantiations will reference a new URL for checking the unique code strings, 
and in turn, authenticating the newly produced instantiations. The same set of unique code 
strings can be used as previously because they will correspond to a new URL, so there will 

20 be no chance for error between the older and newer instantiations. The older instantiations 
initially marked with the set of unique code strings will only reference and work with the 
old URL, while the newly produced instantiations subsequently marked with the set of 
unique code strings will only reference and work with the new URL. As such, desired 
probabilities can be maintained with respect to certain sets of unique code strings through 

25 the introduction of new URLs. 

In preferred embodiments, a track and trace system is also implemented in order to 
monitor the integrity of supply chains and to prevent and detect product diversion. Such 
systems are generally known. These systems, similar to those of expedited delivery 
services such as Federal Express, allow a user, at any time (subject to some amount of 

30 delay), to locate where a parcel or other item is in the chain of delivery to the destination. 
Similarly, in the context of Figure 3, a track and trace system allows a shipper 70, or 
recipient 72 to locate where a product shipment is (or where a particular instantiation 58 
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is), and whether it has been diverted from the chain of distribution 62, for example, by 
theft, or importation to a country for which it was not intended, i.e., a gray market good or 
parallel import. The unique code strings 64 may be used as the ID for such product 
tracking purposes. For example, as mentioned above, at different check points 60 of the 
5 distribution chain 62, the unique code string on one of the instantiations 58 could be 
scanned to authenticate the instantiation 58, but also, to verify correct tracking for the 
product shipment. By checking or scanning the unique code strings 64 at these check 
points 60, the instantiation's location is sent to the server 68 and recorded. As such, the 
instantiation's location can also be compared against the expected or intended location at 

10 that time. The recording of this information onto the server 68 forms an audit trail for the 
shipper 70 and recipient 72 who wish to track the instantiation 58 along the distribution 
chain 24. This information can further be used to determine problem areas of logistics, 
such as supply bottlenecks or unscrupulous business associates. 

When using field readers for the communication device 66, the unique code strings 

15 64 are preferably read by illumination with a required IR or UV source. Another possible 
option of reading the unique code strings 64 involves using radio frequency transmission. 
These techniques of scanning data are both well known in the art. Regardless of the 
available technology, e.g., optical, radio frequency, etc., the information is captured by the 
reader and then downloaded, preferably to a PC with a dial up modem that can connect to 

20 the server 68 for code string authentication and tracking purposes. As described above, 
the code strings 64 are transmitted to the server 68, and are compared to code strings 
stored in a database. This database of values, generally a "look up" table, provides an 
arrangement of the generated unique code strings 64 that were placed on the products 58. 
Preferably, as mentioned above, the database is also arranged to provide additional 

25 information regarding the instantiations 58 attributed to the unique code strings 64. For 
example, the database could store information indicative of product origin. As such, if the 
marking on the instantiation 58 is counterfeit or contraband, there is no basis by which the 
counterfeit manufacturer or the smuggler would know the appropriate origin and 
destination data, thereby increasing the possibilities of detecting counterfeit and 

30 contraband goods. Therefore, authentication of the instantiation 58 can preferably be 

determined through confirmation of the code string 64 or through confirmation of specific 
data concerning the instantiation 58. 
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An added feature of the system is the real-time nature of validation. Piracy, 
counterfeiting, and/or diversion commonly occur at the plant or just beyond its gates. The 
present system allows the functionality of immediate interception on the yard, or the 
backdoor of the plant. Using one of the communication devices, as described above, 
5 inspection can be performed at the plant gate to verify that instantiations going out of the 
plant gates are authentic, marked, and correctly routed. As a further example, a 
communication device 66 with field reader may be used to "instantly" authenticate 
instantiations 58 at the time of their receipt or sale, or during processing. Immediately 
after the instantiations 58 are marked with the unique code strings 64, they can be read or 

1 0 scanned, which can be used to determine the validity of the instantiations 58 through 
authentication of the code strings 64 via the database on the secure server 68. The only 
lag time is that which is required to transmit from a field or point of sale reader to the 
server 68 then back to the communication device 66 to obtain validation. 

In certain embodiments of the invention, the communication between the 

15 communication devices 66 and the server 68 is preferably done over a network. In 
particular, the devices 66 include a communication interface that establishes a 
communication link with a communication interface in the server over the network. As 
such, query signals from the devices 66 and responses from the server 68 can be 
communicated over the network. The network may be any network. The network may 

20 comprise, for example, a public switched telephone network, a cellular telephone network, 
a local area network, a wide area network, a global computer network such as the Internet, 
an integrated services digital network, or the like. In some venues in which the unique 
code strings 64 may be deployed on instantiations 58, the venue may include a dedicated 
security network or a private building maintenance network. Either may serve as the 

25 network. The network may include hard-wired electrical or optical communication links, 
wireless links, or a combination of both. 

Many examples of communication techniques between the communication devices 
66 and the server 68 may be contemplated, and the invention should not be limited to the 
techniques explicitly described. Communication may be based upon optical 

30 communication links, magnetic communication links, infrared communication links, or 
visual status change detectors. Furthermore, radio frequency has been described, but the 
invention is not limited to the techniques explicitly described. A cellular telephone link, 
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as mentioned above, may employ any recognized communication protocol, such as code 
division multiple access (CDMA), Global System for Mobile Communications (GSM), or 
General Packet Radio Service (GPRS). 

Moreover, the invention includes software to carry out many 9f the storing and 
5 comparing techniques of the database and described herein. The invention may be 
embodied as a computer-readable medium that includes instructions for causing a 
programmable processor to carry out the methods described above. A "computer-readable 
medium" includes but is not limited to read-only memory, flash memory and a magnetic 
or optical storage medium. The instructions may be implemented as one or more software 

10 modules, which may be executed by themselves or in combination with other software. 

The instructions and the media are not necessarily associated with any particular processor 
or other apparatus, but may be carried out by various general-purpose or specialized 
machines. The instructions may be distributed among two or more media and may be 
executed by two or more machines. The machines may be coupled to one another directly, 

15 or may be coupled through a network. 

The system process of the invention in accordance with certain embodiments of the 
invention is shown in Figure 4. Generally, a block diagram is illustrated to represent the 
three primary processes of the system described above. Initially, unique code strings are 
generated at 74. hi turn, the unique code strings that were generated are assigned 

20 attributes at 76. Next, the unique code strings are assigned to a server at 78. As such, 

rules of access are defined at 80. As, shown, these unique code strings can then be sent to 
the authorized creator at 82, the label or product printing area at 84, or to the server at 86. 
If the unique code strings were sent to the authorized creator at 82, the authorized creator 
could mark the code strings on instantiations, send the code strings to the server at 86 for 

25 storage, and then ship the marked product along a chain of distribution at 88. If the unique 
code strings are sent to the label or product printing area at 84, the code strings can be 
marked on instantiations and subsequently sent to the server at 86 for storage. Then, the 
marked product could be sent to the authorized creator at 82. Alternatively, if the unique 
code strings are transmitted to the server at 86, the unique code strings would be 

30 subsequently sent to the label or product printing area at 84 for marking product. From the 
label or product printing area at 84, the marked product would be sent to the authorized 
creator at 82. In certain embodiments, the marked product may be sent into the United 
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States (indicated by the US Border at 90) from another country. As such, the authorized 
creator at 82 could track and trace the marked product (as described above) during the 
transit time for the marked product from 82 to 84. 

Once marked product arrives at the authorized creator at 82, the marked product 82 
5 could be authenticated through contact with the server 86. Subsequently, the marked 

product could be shipped along the chain of commerce 88. As shown, while the product is 
sent along the chain 88, it encounters a number of check points 90, at each of which, the 
marked instantiations can be authenticated and the routing of the marked instantiations can 
be verified through contact with the server at 86. The shipment of marked product being 

10 sent along the chain of commerce 88 may be sent into another country from the United 
States (indicated by the US Border at 92). As such, the authorized creator at 82 could 
track and trace the marked product (as described above) during the transit time for the 
marked product from 82 to the end user at 94. Once received by the end user at 94, the 
marked product can be authenticated again through contact with the server at 86. 

15 While a preferred embodiment of the present invention has been described, it 

should be understood that various changes, adaptations, and modifications maybe made 
therein without departing from the spirit of the invention and the scope of the appended 
claims. 
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